Abstract-Flexibility, friendliness, and adaptability have been key components to use XML to exchange information across different networks providing the needed common syntax for various messaging systems. However excess usage of XML as a communication medium shed the light on security standards used to protect exchanged messages achieving data confidentiality and privacy. This research presents a novel approach to secure XML messages being used in various systems with efficiency providing high security measures and high performance. system model is based on two major modules, the first to classify XML messages and define which parts of the messages to be secured assigning an importance level for each tag presented in XML message and then using XML encryption standard proposed earlier by W3C [3] to perform a partial encryption on selected parts defined in classification stage. As a result, study aims to improve both the performance of XML encryption process and bulk message handling to achieve data cleansing efficiently.
INTRODUCTION
XML [1] is considered the leading standard for major data exchange among systems due to its flexible nature using a plain text to encode a set of information by using combination of tags allowing the XML document to be read and understood without the need for special reader or interpreter. Such flexibility encouraged businesses with different niches to adopt this communication medium in their communication messaging [2] . Increasing demand on using XML as a communication medium raised the necessity of having a proper and solid security measures surrounding exchanged XML messages, many recommendations have been proposed to secure the XML messages either by using XML Encryption [3] , XML Signature [4] , and XML Key Management [5] . Proposed security models tend to add a major security measure successfully; however results deploying these models involved in performance issues, presentation problems, and high resources usage which make the process of securing the message not efficient in high volume transactions.
To overcome such limitations especially the performance issues this research proposed a new model to handle large chunks of XML messages in an efficient and fast way improving the performance, speed, and resources utilization when integrating existing systems with any of the security models proposed. To achieve model goal the structure built taking into consideration two major phases before reaching the final step securing the XML message, one of the phases is to classify incoming XML messages using a hybrid set of rules extracted from a fuzzy inference system [6] and set of associative classification algorithms [7, 8, 9 ] to find out the importance level for each of the tags within every message received. Once classified by the classification module each tag is assigned an importance level (Low, Medium, and High) attribute which is used in phase two performing a partial encryption depending on the previous importance attribute assigned by classification module. Proposed framework tends to secure the necessary part of XML message without the needs to perform a full encryption.
LITERATURE REVIEW
Flexibility, expressiveness, and usability of XML itself formed an interesting motive for researchers to shed more light on XML functionalities and deployment either on commercial level or scientific level, Researchers diverted their interest in securing exchanged XML messages due to extensive usage of XML in general, efficient models have been proposed [3, 4, 5, 16, 17, 18] . Models tend to protect XML messages in a proper way ensuring data confidentiality and authenticity, but due to the variations of XML threats [15] and in order to cover all threats it was challenging for proposed security models, however it can be achieved by XML Encryption [3] which can secure the whole XML document or parts within the XML message covering sensitive information from being exposed to achieve data confidentiality. Some publications showed a performance issues [13] , presentation problem [15] , and use of canonicalization [14] 
CONTRIBUTION OF THE STUDY
In this research we proposed a new model to act as an Intelligent XML tag classification model for XML encryption improvement enabling businesses and institutions to take advantage of using it to provide a secure and efficient XML messaging system. A combined set of modules formed the system main functionality, each unit act as an independent functional unit to perform set of operations delivering desired output, Main model to provide both secure and efficient messaging operated by two independent units forming core of the system model, first unit main functionality is to classify XML messages using a hybrid approach of data mining classification techniques [14] and fuzzy logic techniques [15] to provide a mixture of future behavioral detection and existing pattern recognition, main output of this model is to extract the importance level and assign the value to tag attribute already defined in each XML message, once classified it will be forwarded to second module which perform the encryption based on importance level for each assigned XML tag, by doing so we ensure that only sensitive data of each message is encrypted which gives us the advantage of message optimization and utilization.
SYSTEM MODEL

Proposed Model to Secure and Manage XML
messages This research presents a novel approach to secure XML messages by using an intelligent data mining classification techniques to perform a partial encryption for specific parts of XML message overcoming the high usage of resources in inefficient traditional methods, early stage is to balance incoming XML messages and distribute to a different system entities using a load balancer, then to classify incoming XML messages using intelligent techniques to prepare for the final stage which is the encryption of specific XML tags based on importance level attribute assigned previously by the classification module. Figure 1 .0 illustrates system model and components involved to deliver the XML secure management system. 
System Design
System has been built based on two main components forming system model core, main idea is to perform multiple tasks ensuring both high security standard for exchanged XML messages and efficiency securing them with robust security standards. First module is the classification module which is responsible for classifying incoming XML messages based on XML tags within each message, XML message is being flattened into text mode before the classification stage and later classified using a combination of automation and human expertise to take place in message classification using fuzzy logic approach and associative classification. Once tags have been classified, Encryption module is the second basic module to take place after message classification performing a partial encryption based on W3C recommendation [3] only to those tags flagged with specific importance level.
4.2.1
Classification Module: This module perform a set of intelligent techniques to assign a new value which is the importance level for each XML tag, main idea is distinguish which parts of the message to be secured using high encryption standard and which to be ignored and forwarded directly to message assembler, Module is using fuzzification Output should have a clear crisp value where it will be assigned to each tag classified Low: which means importance level is low and should not pay more attention, root element and child tags to be forwarded directly to message assembler skipping encryption phase Medium: Tag is somehow important; tag attribute is assigned the value of medium to be encrypted in next phase but with low key encryption High: To be handled with high importance and encrypted in next phase with high key encryption "AES 256 Key Encryption"
Detection Model
To be able to perform the fuzzy inference system we have categorized the XML tags within each message into 10 characteristics distributed into three layers each has its own weight and criteria, Layers are Account Layer, Details Layer, and Environment Layer. By giving a weight for each layer the calculation of overall weight is based on the following criteria: Importance Level: Sum (Layer Weight * Layer Member)
Final evaluation is depending on finding centre of gravity as following equation:
Aggregated membership function x: Output variable.
Encryption Module
Upon classification stage, a list of XML tags have been assigned a value for one of their attribute which is the importance level, value should vary between (Low, Medium, High) which gives a clear indication to encryption module which parts to be encrypted and which to be forwarded directly to message assembler, We have chosen to perform the partial encryption on XML tags with importance level of (High, Medium) and forward any TAG with level of (Low) to message assembler where it will be aggregated with other XML parts at final stage.
Within encryption module and once the message received the input stream component will read tag importance level attribute and act accordingly where tags with importance level of (High, Medium) will be moved to final encryption process which uses AES encryption based on (128 bit key, and 256 bit key), below is sample of XML message received before the encryption and after the encryption:
Incoming XML message "after classification": <TransactionDetails src='/paymentsystem.xml'> <Account ImportanceLevel="High"> <AccHolder>Faisal Ammari</AccHolder> <AccountNumber>120130101144343401</AccountNumber> <Amount>32200</Amount> <Currency>USD</Currency> <Type>Indivisual</Type> </Account> <AccountDetails ImportanceLevel="Low"> <AccountUsage>3</AccountUsage> <PasswordTries>1</PasswordTries> <ProfileID>0028827</ProfileID> </AccountDetails> </TransactionDetails> XML message after encryption <TransactionDetails src='/paymentsystem.xml'> <Encrypted_Data src='xmlenc#'> <EncryptionMethod Algorithm='xml#AES'/> <Key_Info src='XML_Sig'> <Key_Name>AMD</Key_Name> </Key_Info> <Ci_Data> <Ci_Value>54544464fsdf?:#</Ci_Value> </Ci_Data> </Encrypted_Data> <AccountDetails ImportanceLevel="Low"> <AccountUsage>3</AccountUsage> <ProfileID>0028827</ProfileID></AccountDetails> </TransactionDetails> Encryption is inherited from the parent Tag, As in above example the account tag has been classified with "High" importance level, Account tag represent one layer which is "account layer" consist of three basic components presented within layer main tag, once the parent tag has been assigned an importance level, tags are inherited with parent importance level value, which means they are encrypted using same encryption algorithm as their parent.
Message Utilizer
Classification module shed the light on which parts of the message to be encrypted; however message utilizer is performing two sets of operations to ensure maximum efficiency, first step is to utilize incoming messages from encryption module as following:
Upon final utilization, Message will be ready for final submission to selected destination; However keys used for encryption should be transferred to decryptor using a secure and private way using Diffie-Hellman [14] key exchange for final message decryption.
CONCLUSION AND FUTURE WORK
We have presented in this paper a novel approach to secure XML messages used in many critical mission applications by using on-the-fly mechanism classifying XML messages creating three layers and apply fuzzy logic approach to determine which parts of the XML message to be secured using two level of XML encryption depending on importance level attribute. Efforts were made illustrating how system operates and mechanism behind it, sample deployment on a real -life system took place with success. System were built taking into consideration flexible mechanism where a future improvements can take place, the following are list of characteristics which can take place for further improvements: -Fuzzy inference system: can be replaced or enhanced with mixture of associative classification rules that can work in combination with fuzzy inference system -Integration layer to be placed between our system and any backend system to map XML messages for legacy system that are hard to customize -Load Balancer improvements where we can deploy new technologies like packet filtering and hardware balancing -System adaptability where it adapt itself depending on communication speed and traffic
